Safety in

Medical Signal Analysis

creasingly been aided by the develop-

ment of equipment and techniques based
on electronics, physics, signal analysis, and
computer science. In particular, methods
and concepts from signal analysis, i.e., sig-
nal and image processing, patiern recogni-
tion and knowledge-based procedures, have
been responsible for the development of
many of today’s medical instruments.

But are signal analysis techniques safe for
medical applications? Can any technique be
used without concem for erroneous results
that may lead to a wrong diagnosis or an
inadequate decision? If the medical device
permits the operator to select certain
parameters (e.g., filter characteristics, tem-
poral or spatial sampling interval), then there
is always a possibility that certain choices
lead to severe artifacts or distortions, or
undesirable behaviors in a closed loop sys-
tem, and therefore to a wrong diagnosis. The
first step in analyzing such systems is to
define the meaning of the “safety” of a signal
analysis technique.

One could declare a signal analysis pro-
cedure safe if the probability of an incorrect
interpretation or decision, attributable
directly to the procedure itself, is below a
certain value. A signal analysis technique
may produce graphs, images, numbers, or
tables to be analyzed by either a physician
oramachine. Errors in interpretation caused
by signal analysis artifacts or distortions
may be due to implementation problems,
such as unexpected overflow/roundoff error
and program code error, or due to the signal
analysis method itself.

Finite register length effects are easy to
control during the design phase; but, on the
other hand, programming errors are quite
difficult to avoid and to detect, and pose a
serious threat to equipment safety. Software
safety is a complex issue in computer-based
medical equipment, and needs to be ad-
dressed by a variety of means [1, 2].

However, the most subtle source of arti-
facts is the signal analysis method itself.
An example is the use of a filter to at-
tenuate interference when the (unidi-
mensional) signal of interest contains
wavelets. The output wavelets may be
distorted by the filter in such a way that
their interpretation leads to an incorrect
diagnosis. In medical imaging, peripheral
hot spots and sunburst streaking in com-
puted tomography [3], blurring of tomo-
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graphic reconstruction of cardiac images
(as in SPECT) due to organ movement,
and artifact due to image enhancement are
among the difficulties introduced by sig-
nal analysis methodology. Hence, special
care is required in interpreting the image.
Signal analysis artifact or distortion may
arise in at least three ways: 1) when the
designer has not predicted the gamut of
the input signals; 2) when external factors,
such as organ movement, electrical inter-
ference and noise, significantly modify
the normal operating conditions; and 3)
when improper parameter settings are
used by the operator.

It is quite difficult to study the possibility
of artifacts generated by the signal analysis
method itself. In some cases, an in-depth
knowledge of the relevant signal analysis
theory may be sufficient to pinpoint the
cases in which a technique may give rise to
artifact. In other cases, there is no other way
but running a large number of trials with
different inputs. Knowledge from (i) the
particular biological signal, and its gener-
ators and characteristics in normal and
pathological states, as well as in various
recording situations; and (ii) the theory of
the signal analysis technique employed,
usually provides some hint as to the different
signals one should apply to test for possible
artifacts or distortions. Still, the problem of
selecting a broad range of test signals that is
representative of the input signal space is a
major challenge.

But how should the outputs of a signal
analysis technique be evaluated in terms
of the potential to cause a wrong diagnosis
or an inadequate decision? Unfortunately,
not all artifacts or distortions will lead to
an erroneous result. Therefore, the final
step in the testing for malfunction should
involve the decision maker, i.e., a
physician or a machine. In the case of a
human decision maker, one should use a
sufficient number of people to ensure
statistical significance, giving preference
to specialists from different medical
centers to avoid possible correlation be-
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tween judgments. An interesting example
on the use of humans to evaluate pattern
recognition techniques can be found in
[4]. One application of a machine decision
maker where the safety issue is extremely
relevant is in closed-loop systems, where
signals from the patient are analyzed by
the machine, which then issues command
signals for actuators.

The issues raised in this article are easy
to understand but difficult to confront.
Nevertheless, some general recommenda-
tions can be put forward:

* Besides defining norms for hardware and
software quality, the problems of signal
analysis safety must also be considered.
For systems where interpretation is done
by physicians, proper statistical analysis
procedures should be employed to assure
a reliable estimation of the safety of the
signal analysis technique.

+ A thorough testing should be carried
out during development to see if the
combination of parameters chosen by
the operator, and/or atypical input sig-
nals (e.g., spikes) can lead to the
generation of dangerous artifacts or
distortions. The system should
produce diagnostic messages for any
potentially dangerous operator inputs.
It should also give advice on adequate
choices of parameters, perhaps il-
lustrating with pre-recorded signals
the effects of any parameter set.

* Data bases with interpreted signals (by
experts in the field) for normal and
pathological subjects, under different ex-
perimental conditions, are extremely
valuable for testing signal analysis tech-
niques and should be widely available.
One example of such a data base is that
developed by MIT/BIH for ECG signals.
Simulated signals, based on physiology
and pathology or on fitting techniques,
may also be very useful for testing dif-
ferent signal analysis methods.

* In cases where a machine is the “final
user” of a signal analysis procedure in
a closed loop system, one should look
at the experience of people involved in
evaluation of the reliability of real-
time algorithms and software in com-
plex control systems.

It is clear that biomedical engineers have
important tasks with respect to the issues
raised here. These include: evaluating the

(continued on page 62)
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safety of signal analysis techniques proposed
for medical equipments or systems; devising
safer signal analysis techniques; developing
corrective measures for existing techniques
to improve the overall safety; and providing
guidance to medical personnel in the use of
complex medical equipment.
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